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1
Decision/action requested

It is requested that proposed changes are approved.
2
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3
Rationale

SA3 has agreed to take forward the FS_5GFBS - "Study on 5G security enhancement against false base stations" [1]. 
While a TR skeleton for the FS_5GFBS is still not available, it is only likely that there will be a Clause #5 as usual. The Clause #5 generally contains key-issues with its title, details, security threats, and potential security requirements. Since a TR skeleton is expected to be proposed in this meeting, we are proactively proposing a key-issue for Clause #5 in order to get an early start.
The proposed key-issue is about enhancing the generic framework for false base stations detection, currently described in the informative Annex E of the 3GPP TS 33.501 [2]. The detection framework is based on measurement reports from the UEs. Those measuremet reports could be further enriched so that the detection of false base stations becomes more effective. Further, different types of measurement reports could be taken into use, e.g., logged measurement reports.

SA3's investigation and recommendations could result as updates to 3GPP TS 33.501 [2] and/or as valuable input to RAN groups, and RAN2 in particular who are primarily responsible for measurement reports (see [3]). 
4
Detailed proposal

*** BEGIN CHANGES ***
[
m]
3GPP TS 38.331: "NR; Radio Resource Control (RRC); Protocol specification". 
[n]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

[o]
NIST Cybersecurity Framework, https://www.nist.gov/cyberframework
*** NEXT CHANGE ***
5.X
Key Issue #X: Enhancing false base station detection 

5.X.1
Key issue details

The 3GPP measurements procedures (see [m]) are primarily designed to enable handovers and SON (Self-Organizing Networks) features. However, the same procedures also serve security purpose in being useful to detect false base stations. Such a framework for false base station detection is currently described in the informative Annex E of the 3GPP TS 33.501 [n]. 

The measurement reports sent by UEs to the network already contain various information of the surrounding radio conditions. And, those measuremet reports could be further enriched so that the detection of false base stations becomes more effective. Further, different types of measurement reports could be taken into use, e.g., logged measurement reports.
The present key issue is for investigating potential enhancements to the detection framework and enrichments to the measurement reports to further strengthen the false base station detection. 
The detection framework is complementary and not competitive to any prevention framework (if one is found). Detection indeed is a very important security function in addition to Prevention, e.g., see NIST Cybersecurity Framework [o].
5.X.2
Security threats

Undetected false base station could result in unwanted consequences without being noticed, as follow, thus depriving the network of taking corrective measures:
-
DoS attack on network
-
DoS attack on UE
-
Fraud
-
Subscriber privacy attack

5.X.3
Potential security requirements

The system shall support detection of false base stations.
Editor's Note: Depending upon the result of investigation, it might be that the final choices and details are not in the sole merit of the 3GPP TSG SA WG3 group. Hence, the final output (solutions, conclusions) from this key issue could also be inputs (LSes) to other groups like 3GPP TSG RAN WG2/3/4 and other standards like 3GPP TS 38.331 [m].

*** END OF CHANGES ***
�These references are proposed to be added to Clause #2 References.





